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* Why is this interesting?
* How does it work?
* What are the problems?

e What’s out there?
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* Raise your handif...

—  You know what a microcontrolleris
—  You know how the internet works
- You know what “cloud computing” means

- You know how WiFi works
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How it happened
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Cambridge - a smart city?
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Internet of Nearby Things

* Ultrashort range:

— Near Field Communication (NFC)

* Wireless Personal Area Network (WPAN) ~2.5mW, ~10m

- Bluetooth

— Bluetooth Low Energy
- Zigbee

- Z-Wave

* Wireless Local Area Network (WLAN) ~80mW, 50m
~  WiFi



Internet of Far Away Things

e Cellular ~5000mW, 5km
- GSM/GPRS
- LTE

 Low Power Wide Area Network (LPWAN) ~20mW, ...?
- Sigfox
~ NB-IOT
—  LoRaWAN!



* 15 kilometre range

* 20,000 devices per gateway
* 10 year battery life



LoRaWAN?

Long Range Wide Area Network
- An LPWAN using LoRa (Long Range) as the physical layer

* Cycleo founded 2009, patented LoRa
* Bought by Semtech 2012
* LoRaalliance founded 2015

- IBM, MicroChip, Orange, Cisco, KPN, Swisscom, Semtech, Bouygues Telecom, Singtel
and Proximus, etc...

* Anetwork stack build on top of LoRa



Some LoRaWAN use cases

* Utility metering for smart buildings

* Autonomous irrigation and soil health monitoring
* Smart parking

* C(Cattle tracking

* Cold chain assurance

* Natural disaster prediction
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The Things Network

* LoRaWAN implementation
* Arunninginstance of that implementation
* A community of people using that instance

* Adopted by Smart Cambridge in 2019



How does it work?



How does it work?

* The whole thing

* The sensor

* LoRaRF

* The LoRaWAN standard

e TTN network stack



The Whole Thing
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How it might look (temperature sensor)




Desired workflow (sensor)
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B
LoRa module

* Easytouse
* Certified

* May even have LoRaWAN stack (more later)



Spread Spectrum magic

Link budget
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LoRa - a Chirp Spread Spectrum technology

* Alinear, frequency modulated upchirp in the time domain:




Spreading factors

Comparasion of LoRa Spreading Factors: SF 7 to SF 12
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Example transmission

LoRa Symbles [8 preamble, 2 Sync, 5 Symbols]
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Variables

* Spreading factor (7-12)
* Bandwidth (125kHz, 250kHz & 500kHz)

* Channels (frequency)
- Regional
- 8ish
- UK &EU867.1.MHz — 868.5MHz in .2MHz increments
— Offcom adopts 2013/752/EU - 25mW - 1% duty cycle



LoRaWAN: many nodes talk to a gateway




RF considerations
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RF considerations

* Avoid objects within the Fresnel zone
- including the ground!
— Place antenna as high as possible

* Keep the antenna polarisation vertical for both gateway and end nodes
and use an omnidirectional antenna.

k
SIS antenna ok

gateway antenna
at a high location pm
antenna not ok
[
end node end node gateway




LoRaWAN classes

Class A
(baseline)

EU
3638

EU
433

Application

LoRa MAC

US
915

AS
430

Application

MAC
MAC options

Modulation

Regional ISM band



Uplink and downlink methodolgy
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The network server
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e 0 @ One kind of
device (node)



Personalization and Activation

* QOver The Air Activation (OTAA)

— Do a bit of personalization of the node, then “activate” it “over the air”
— More secure

— Allows network to assign channels

* Activiation By Personalization (ABP)

— Configure everything on the node
— Ties a device to a specific network

— Frame counter issue (more later)



Required personalization for OTAA

* AppEUI

— aglobal application ID
- EUI64 - Extended Unique Identifier, 64 bits

* DevEUI
- aglobal end-device ID, EUI64

* AppKey

- anAES-128 root key specific to the end-device



Activation - Session Keys

Two unique AES128 session keys derived and stored during “join” process

* NwkSKey

— used by the network to check the validity of messages
* AppSKey

— used for encryption and decryption of the payload

* |n Activation By Personalization, these session keys are programmed in to
the node instead of the AppEUI, DevEUI and AppKey



A note on security

* Frame counters prevent replay attacks
* AESis symmetric encryption

* The network operator can (in theory) look at all of your data



To the Internet and beyond!
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Popular integrations

MQTT
— Message Queuing Telemetry Transport

— Publish/Subscribe model relying on a broker

HTTP

- Post to your API
Node-RED

— Free, self-host-able

AWS 10T (or similar) data platform



The Things Network
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Console
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: ]
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& Hi, Rob!

Welcome to The Things Network Console.

This is where the magic happens. Here you can work with your data. Register
applications, devices and gateways, manage your integrations, collaborators and settings.

APPLICATIONS GATEWAYS
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There are 7853 gateways up and running

3000 km
2000 mi

Leaflet | © OpenStreetap contributors



(We’re playing catch-up)
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Strong community

= Slack - The Things Network Community

#support ® & | ) %
Q | @ 9% @
vr | 84283 %4 | General Technical support discussions - /
Yesterday
1 Hi all, apologies if this is not the correct channel, | am looking for

slides / images to explain lorawan and TTN to non technical people. About #support X
this is in order to convince them to install a TTN gateway in their
roof. Any help / pointers will be greatly appreciated .
(0 Channel Details v
Today Purpose
i krital 2:19 am AEkIREHEN
Hello, one of my tin gateways is spammed with join requests (approx
Created

10K / day) that all look identical and have "dev_eui":
“0101010101010111" and “app_eui”: “0101010101010101" . As Created by johan on June 1, 2016
this is a 3G gateway this is costing me traffic but not sure if there is
anything i can do other than move away from the public network?

: s ‘a ﬁ 13 replies Last reply today at 1:49 PM paul.stewart A

M.Basheer Alshehaby 11:14 am
Hello everybody,

| have a question about the Elsys ERS sensor; | bought it and set it up
v | P ST ler S ot o STt e = =l ] 1 N Y UtkarSh -

‘+| @ ©

Questions? Try asking...

Scott ¢

Related channels
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What are the problems?



Extremely low data rate
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Further limitations

* Duty cycle etc (ISM bad regulations)

—  For uplink, the maximum transmission power is limited to 25mW (14 dBm).

— For downlink (for 869.525MHz), the maximum transmission power is limited to 0.5 W
(27 dBm)

— Thereisan 0.1% and 1.0% duty cycle per day depending on the channel.

- Maximum allowed antenna gain +2.15 dBi.

* The Things Network fair use policy

— The uplink airtime is limited to 30 seconds per day (24 hours) per node.

— The downlink messages are limited to 10 messages per day (24 hours) per node.



L —
Fighting operators

* Other LoRaWAN operators
* Other 868MHz technologies

* Packet broker?



Not “real time”

* Messages may be enqueued on the node indefinitely if itis not in range

* Messages might go missing altogether (up to you)



Regulatory issues...?

e FCC & CE certification




What’s out there?



Professional kit

(c) Multitech

(c) Talkpool

L§Ra Alliance’
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Special mention - pi-supply.com

loT
LoRa Node

Shield
g lora

BUY NOW




Free Platforms

io.adafruit.com

* IBM Watson IOT

* Wolkabout

* AWS, Google, Azure

* Node-RED on heroku or your Pi
* Smart Cambridge

* Roll your own!



What next?

* Sign up to The Things Network
* Geton Slack

* Make a node

e Test some data platforms

* Setup agateway

* Do some mapping

* Learn certification?

* Think up experiments!



Thank you!

Rob Bricheno - rwhb2@cam.ac.uk - @rwhb?2
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